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ITAD 101

> What is ITAD?

» What does ITAD mean to your tech
resale / service business?

» Why do | need to be ITAD certified?

» Can | really get paid to pick up
hardware instead of paying for it?




What is ITAD?

» In the early 2000’s, Gartner Research and
others promoted the term IT_Asset Disposition
(ITAD) as a set of outsourced services for
corporations’ retirement of IT assets.

» The term “Disposition” Is important because
“Disposal” has certain legal implications (in the
U.S.) as truly end-of-life and regulated waste.

» “Disposition” means someone has yet to make
an informed decision on reuse / disposal.
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What is ITAD?

ITAD services have been specific to the
needs of large organizations, and included:

>

>

Reverse Logistics (decommissioning,
packing, transportation)

Data sanitization (erasure or destruction)

» Testing & Resale — or — Proper Recycling

» Comprehensive reporting
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What is ITAD?

» Why do corporations need to
outsource this?

» Risk mitigation! Both data and
environmental, but primarily BRAND.

» Liability
» Expertise
» Remarketing

» But some don’t - to their detriment.

Rivervista Partners, LLC
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What is ITAD?

» The term “ITAD” has broadened In
recent years to include many
categories of reuse and refurbishment
for both corporate and consumer
gear.

» But fundamentally it remains a B2B risk
mitigation strategy.




What is ITAD? Understanding the Risks

» Data — proprietary & compliance
» Environmental - compliance
» BRAND

TARGET



/

/ R EERs —

=

What does ITAD mean to your business?

» Many of you are already a step
ahead in providing services. ITAD
becomes another arrow in your
guiver. But don’t underestimate it.

» Remember you now provide Risk
Mitigation and Protection Services.
Your business needs to adjust to that
reality.
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What does ITAD mean to your business?
Key Concepts:

Environmental

Compliance Data Security

Systems Reporting

Certifications
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Why do | need to be ITAD Certified?

1. Compliance needs of clients/vendors

2. 3rd party endorsement of your
capabillities and gualifications

3. Market differentiation

4. Improve your internal business

Rivervista Partners, LLC



Why do | need to be ITAD Certified?

Components of Certification:

v QEH&S Management System
Quality, Environmental, Health & Safety

v' Legal Requirements

v" Environmental / Downstream
v" Physical & Data Security

v' Tracking & Transparency

v' Continuous Improvement

Rivervista Partners, LLC
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Why do | need to be ITAD Certified?

Typical Certification Process:
v Licensing/membership

mplement management system
Run it

nternal audit/assessment
External (3@ party) audit
Corrective actions

NN N

Recurring audits

Rivervista Partners, LLC
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= o really get pald to pICk up
hardware instead of paying for it?

» YES! But... There’s still an expectation of
payment.

» You’re performing a SERVICE that has value
to your clients. Don’t devalue it by
commoditizing It.

» Compete on quality of your service, not just
price.

» Leading advice to corporations: in the
future you need to budget for the service.

Rivervista Partners, LLC
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Can | really

get paid to pICk up

hardware instead of paying for it?

» Business Mode

» Up front purc

S

nase

» Sort & Settle (pay after audit)

» Consignment / Revenue Share

» Each may support service fees.

Rivervista Partners, LLC
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NOVICES

COMPETITORS

LEADERS

TRANSFORMERS

* New entrants

e Traders

e Disinterested
clients

e Scrap-focused
e Some services &

reuse
Compete on price

* Enterprise clients

* |ITAD / resale

e Strong services

* Compete on
guality of service

Demanding
enterprise clients
Innovating
services

Breadth of service

e Spreadsheets

* Some processing
Limited
certifications
Poor control
No transparency

AN

Rivervista Partners, LLC

Home-grown db
or off-the-shelf
ERP+Quickbooks
R2+

Basic controls
Introducing
sophistication

e Strong integrated
ERP

* R2++ (RIOS, NAID,

ADISA, etc.)

» Sophisticated
management
system

» Strong security

ERP development
platform
Real-time portal
& max
transparency
R2+++ (B-Corp,
27001, Gartner)

e Automation




Rivervista Partnhers

v Gap Analysis

v Go-to-Market Strategies: Business
Development, Product Sales, Marketing,
Channels

v Operations: Facilities, Processes, Security

v Systems: ERP, WMS, CRM, Financial, Data-
erasure, Automation

v" Certifications = Opportunity & Profitability

v Vision/Mission, Market Differentiation

=
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ITAD CERTIFICATION BY

ASCDI

THE GLOBAL ALLIANCE OF THE IT CHANNEL

ITAD Certification
from ASCDI

“2 great
organisations. 1
great certification”



Why ADISA?
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ADISA in numbers
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55
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271
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Why ASCDI ITAD CERTIFICATION IS DIFFERENT?

- Risk Management and Regulatory Compliance within IT Asset
Disposition.

- 2020 Standard has over 200 Criterion (NAID 41, R2 33 e-Steward
22)

All identified where risk might exist and build
layers of security.

Assessing Countermeasures to reduce / minimalise risk.
- Prescriptive to control variation.

- Pragmatic / Real World.

For the Brand to become the defacto sign of assurance within Asset
Retirement / Disposition.




s the process for Certification?

Application Process

Gateway Audit Process Award made
Enquiry to ADISA

Screening Remeidation

Plan Executed

Remediation
Plan Agreed

A Phase 1 Phase 2 Phase 3 —

Application Form
Completed

Onbarding

Application Form

Phase 1 - Assessment of paperwork incuding client engagement Sign Code of ADISA Certified
Conduct

Phase 2- Practical audit on site to assess facility and to choose
samples to use for evidence

nboarding Plan
Agreed (50%
Payment)

Phase 3 - Evidence requested based on samples taken.

Surveillance Audits

Desktop

Forensics process Seclity Maintenance

(HTHT
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Maintaining Certification?

Unannouced Surveillance Audit Process

Audit Review Request Further

Audit Plan Assess Findings Evidence

Prepared

Closed an(fFinaI Evidence
Assessed

Auditor Attends Sign off

Site

Discuss with
Member

Any Obvious
Non-Conformance

Audit Failure

Award Made Proocess

Write Report
submit to audit
review




Additional Benefits.

- Training.
- ADISA Certified Professional.

- Technology, Compliance, Sales
- Levels1, 2 and 3

- ADISA Certified Internal Auditor.
- Marketing Support.

- White Papers, Thought Leadership.
- Assistance in Content creation.

- The ITAD Store (UK Q1 2020, US Q3 2020, Europe Q4 2020)

- ADISA Marketplace in conjunction with Auction Technology
Group. (UK Q1 2020, US Q3 2020)

- Reselling Services — ADISA Certified Enterprise.




ADISA Strategy — Your clients in 2020

CERTIFIED

‘ ADISA
ENTERPRISE




Why ITAD and Why Certification?

Industry immature and lacking identity.
Regulatory framework is getting more
complex.

Clients are becoming more aware and risk
adverse.

Increase in financial exposure is motivating.
More class action law suits.
More personal brand damage.

(R

1]t




For more information
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Asset Disposal and Information
Security Alliance

31 Thrales End Business Centre, Thrales End Lane, Harpenden, AL5 3NS
United Kingdom
www.adisa.global
steve.mellings@adisa.global
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